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Abstract—In mobile networks, information security is of
importance to most if not all applications. In this paper, we
propose rank and geographic location based security
mechanism in a mobile network scenario. Both sender and
receiver are highly mobile and their public keys are known
by all nodes. We extend the scheme of
encryption/decryption on the basis of geo-encryption
algorithm in [1]-[3] by adding information rank and person
rank into consideration. The receiving nodes must be
physically present in a designed decryption region and with
correct security clearance rank to decrypt ciphertext within
allowed time period. We also present algorithms to predict
and update the decryption region in high mobility mode.
The proposed method evaluated by simulations is efficient
and secure.

Index Terms—security, mobile networks, location security,
encryption, decryption

I. INTRODUCTION

Recent years have witnessed explosive increasing of
applications in mobile networks. Most if not all
applications needs sort of information security such as
credit card, location, bank information, identity
information, etc. In some extreme situations, we expect
some encrypted messages can only be decrypted in a
certain region, within certain time period, and by certain
level security clearance rank people. The situations
include but not limited to big transactions like house sale,
legal communications, homeland defense incidents, even
in war zone.

In the past there are some location-based algorithms
such as GeolLock [4], [1], decryption region [3]. Many of
these algorithms proposed effective algorithm for one or
two parameters. In this paper, we proposed a security
mechanism based on multiple factors including locations,
time, information rank, and people rank. Since high
mobility of nodes is one of unique feature in mobile
networks, our proposed structure can be easily extended
include mobility and other future factors. We also present
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decryption region can be predicted and updated among
mobile nodes.

Il. THE STATE OF ART

Location-based encryption method is proposed by
Denning et al. [4], [1] that limits the area inside which the
intended recipient can decrypt messages. Denning’s geo-
encryption model did not include details of an
implementation of mobility support, so Al-Fugaha et al.
[5] proposed a model to provide for mobility when using
GPS-based encryption. Yan et al. [3] also proposed
location based encryption and decryption algorithm. In
this algorithm, GeolLock is computed by the proposed
algorithm which offers no-requirement on synchronizing
key tables on all nodes in the network. Yan et al. [6], [2]
proposed location security of nodes in vehicular networks
by using Radar and history of record. PKI and digital
signatures are well-explored methods in vehicular
networks [7].

In this paper, we propose a security mechanism in
which secret key is generated by both geographic location
and security rank of visitors. Only when the visitor is
physically present at the location region and with access
security rank to be able to decrypt the ciphertext. Since
nodes in mobile network sometimes move fast, we design
the decryption region large enough to cover the error of
the decryption region prediction. Moreover, we
incorporate the prediction error by using location
prediction deviation.

I1l.  RANK AND LOCATION BASED SECURITY
MECHANISM

A An Overview

Our technique involves a security key handshake stage
and a message exchange stage, as shown in Fig. 1. In the
key handshake stage, the client and the server negotiate a
shared symmetric key. The client generates two random
numbers as keys Key S and Key C. Key S is used to
encrypt a message composed of the aggregated location
message and Key_C. This encrypted message is E{Req}.
The client generates a GeoRankey based on the location
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of the server. This value is XOR-ed with Key_S and then
encrypted using the server’s public key Key E to produce
the ciphertext E{Key}. Both E{Req} and E{Key} are
transmitted to the server through the wireless channel.
When the server receives E{Key}, it is decrypted using
the server’s private key Key D to produce the XOR of
the GeoRankey and Key S. The GeoRankey generated
from the GPS location of the server is used to recover the
secret key Key_S. Then, Key_S is used to decrypt E{Req}
to obtain the aggregated location message and the secret
key Key C.

In the message exchange stage, the server and client
use the shared Key C to communicate. When the server
wants to reply to a client, it generates a random
number, Key S'. The reply message is directly encrypted
using Key_S' to generate a ciphertext, E{Rep}. Since the
aggregated location message contained the client’s GPS
position, the server can generate a GeoRankey of the
client vehicle’s decryption region. This GeoRankey is
XOR-ed with Key_S' and then encrypted with Key C to
generate a ciphertext, E{Key'}. Both E{Rep} and E{Key'}
are transmitted to the client through the wireless channel.
E{Key'} is then decrypted using Key_C to recover the
XOR of the client’s GeoRankey region and Key_S'. The
client generates its GeoRankey based on its current
location. This is used to recover the secret key Key S'.
E{Rep} is decrypted using Key_S', and the reply message
is recovered. The client repeats the algorithm in the
message exchange stage to communicate with the server.
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Figure 1. An overview of the proposed mechanism. GeoRankey makes
extra security by enforcing both geographic location, information rank
and person rank. Only the authorized people with correct rank at correct
location and time are allowed to visit message.
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Figure 2. GeoRankey generation structure. The receipient’s geographic
location, time, information security rank and person rank are computed
together to generate a unique key, GeoRankey.
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information security rank and person rank. The most
important function in the proposed mechanism is to map
geographic location and time into a unique key, i.e.
GeoKey and to map information rank, person rank, and
time into a unique key, i.e. Rankey. The two keys GeoKey
and Rankey are multiplexer-ed (MUX-ed) together and
then hashed into a final secret key, i.e. GeoRankey, as
shown in Fig. 2. In this key, any information missed will
result a different GeoRankey which further enhance
security.

IV. MAPPING INFORMATION TO SECRET KEY

There are two ways to map information to secret keys.
One way is to use several encrypted key tables which are
synchronized among all nodes to locate unique secret
keys. Another way is to use an algorithm to generate
unique secret keys.

A Key Table

Sharing secret keys by using key tables is often
effective and straightforward. If all nodes in the system
are equipped with exactly same key tables as shown in
Fig. 3 at any time, we can ensure the secret keys can be
obtained by checking the table and inputing longitude and
latitude at certain time [1].
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Figure 3. Geographic Location Table. We refer geographic longitude
and latitude at certain time to obtain a unique secret key.

Similarly, we can refer information rank and people’s
security clearance rank at certain time to a rank table
shown as in Fig. 4. This rank table defines that a person
with a certain security clearance rank can access
information with a certain rank. Notice that higher rank
value does not override lower rank value in this table.
Each rank secret key is checked by exact information
rank and person rank.
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Figure 4. Rank Table. We refer information rank and people’s security
clearance rank at certain time to obtain a unique secret key.

44



International Journal of Signal Processing Systems Vol. 7, No. 2, June 2019

An example of applying the key table is shown in Fig.

5. The decryption region is along the waypoints of a node.

Therefore, we need to check both location table and rank
table to obtain the secret keys for each waypoint.
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Figure 5. Secret keys are obtained by checking both location table
during a specific time period. The GeoKey and Rankey are combined to
serve as a secret key for waypoints.

One challenge of Key tables is to synchronize all tables
of all nodes where there are updates in mobile networks.
Failed to synchronize updates among all nodes will result
failure of encryption and decryption.

B  Key Algorithm

Key algorithm generate secret keys by taking input
parameters. It has an advantage to overcome
synchronization among all nodes. The algorithm can be
firm-wired into hardware and works like a black-box to
nodes. Fig. 6 showed a simple algorithm that can
compute a unique key from location, velocity, and time

information.
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Figure 6. Generate a unique key from location, velocity, and time. It
can define a range of location and time and a certain time period.
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Figure 7. Example to convert (37.96142,—-87.67619) into a unique
GeoKey which specifies a square with size of 10 by hash SHA1L.

More specifically, we use an example of Starbuck at
8600 University Blvd, Evansville, IN 47712, USA is
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(37.96142,-87.67619) in decimal degrees format, i.e.
Latitude: 37.96142 Longitude: —87.67619 to compute a
secret key from location information. In this particular
example, we want to convert (37.96142,-87.67619) into a
unique GeoKey which specifies a square with size of 100.
Since degree precision versus length for 0.0001 is about a
parcel, so our region is about 10 meter square.

On the other hand, it is challenging to design
sophisticated key algorithm that can be resistant to
reverse-engineering. This will remain as future work.

V. DECRYPTION REGION IN VEHICULAR NETWORKS

The geo-encryption protocol allows nodes to securely
communicate with nodes at a particular location and time
period. We enhance the geo-encryption methods by the
special features of vehicular networks. In this paper, we
have two improvements of determining decryption region:
predicting and updating decryption region. The
movement of nodes is constrained by roads, and the map
of the roads can be accessed by all nodes. Therefore, we
can predict nodes’ position based on the map and nodes’
mobility. Based on the prediction of decryption region,
the communication messages are checked by geographic
location. Because of dynamics of nodes, there will be a
certain prediction error. Therefore the predicted
decryption region will be corrected by updating the real
positions. The real positions are piggy-backed by
communication messages.

A Prediction of the Decryption Region

Suppose the target decryption region starts from
position Po(xo,yo). The decryption region is assumed as a

square region. Since a square region must have two
components: starting point, length (length equals to
width). Since the starting position can be predicted by
checking maps and mobility of nodes, only the length of
square needs to be determined. The length of square is
listed as a series of scales: L, for example, 10, 20,..., 1000

meters. For 10 digits UTM positions, 1<L<10* because
the precision is about 1 meter. For 8 digits UTM

positions, 10<L<10’ because 8 digits UTM positions are
accurate to 10 meters ([8]). For 6 digits UTM

positions, L<10* because 6 digits UTM positions are
accurate to 100 meters. No smaller than 6 digits can be
use in our proposal. Therefore, the length of square is
selected from one of the three possible lengths: 10, 100,
1000 meters.

The decryption region can be predicted in several ways
in vehicular networks based on the map of roads and
mobility of nodes. The methods that predict the receiver’s
region are the following.

1) The location of communication peers can be
calculated on the basis of the mobility parameters
including current speed, current position, current
acceleration, etc. This is a major method. A new
position after a certain time interval can be
computed. Suppose at time ty; the target vehicle is at

location (x_.,y.) with speed on'Vyo and acceleration

0o
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where x_,v._,a . are the x-axis value of

axO’ayO’ 0""'x0""x0
initial location, relative speed on x-axis direction,
and relative acceleration on x-axis direction;

yO,vyO,ayO are the y-axis value of initial location,

relative speed on y-axis direction, and relative
acceleration on y-axis direction;. After time interval
t, we can roughly predict that the vehicle will at a

place near location region: X, or
1, - .
r1 € [ag + vot + _)rrof“ ax X Deviation,
1. ) )
&g + vot 4 _)rrof‘“ o % X Deviation]
and y,,or
r , - .
y1 € [yo + vot + 5(101 — ax Y Deviation,
@

1
xo + vot + 5(102‘2 L ax YDez!i(l.fi(m]

where xl,XDeviation are the location prediction on

x-axis and the deviation of position value of x-axis;
yl,YDeviation are the location prediction on y-axis

and the deviation of position value of y-axis and o is
the coefficient which implies the affection of the
deviation, 0>a>1.

2) If the decryption region is a fixed area, we can
directly check the map of roads and calculate the
GPS coordinates. This is the simplest scenario.
Usually the e-business location is known on digital
map. A location of a new business can be registered

by the digital map generator.

3) If the decryption region is dynamically moving, we
can calculate the position of the decryption region
by querying the target receiver. This method is

addressed in ([5], [9]).

B Updating The Decryption Region

Although the decryption region is predicted, there are
prediction errors of decryption region because of
dynamics of nodes. Therefore, the decryption region
needs to be corrected to improve prediction precision for
next communication. The predicted position will be
updated by the real position which is piggybacked in
communication messages. The speed, acceleration and
direction of move will be piggybacked as well. Therefore,
the updating step includes the following assignment:

Ty = Treal (3)
(4)

X Deviation = (1 — ) * X Deviation + 8 # |Zreal — Zo (5)

Y1 = Yreal

Y Deviation = (1 — J3) = Y Deviation + 8 % |Yrear — Yo| (6)

where (x ) is the real position piggybacked, B is

real’yreal
the coefficient value which implies the effect of the
prediction error |xrea|—xo|.
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The updating frequency is depended on the mobility of
receiving nodes, the precision requirement of decryption
region and the bandwidth of control channel. For example,
the frequency of updating on highways is much higher
than the frequency of updating on urban area because the
velocities on highway are much higher than the ones in
urban area. Similarly, precision of decryption region and
the bandwidth of control channel impact the updating
frequency as well.

VI.

We used SUMO [10] and ns-2 [11] for our simulation.
The simulator SUMO is an open source and microscopic
road traffic simulation package. The simulator ns-2 is a
well-known open source and the second version of
network simulator. The SUMO creates a trace file which
records the mobility of nodes. We loaded the trace file
into ns-2 to simulate the security. The application is
Constant Bit Rate (CBR) with 16 packets every second.
The total amount of nodes is 320. The map is 3.2km x
3.2km. The decryption region of roadside shop is a square
of 10m x 10m. Vehicle’s decryption region is determined
by roadside shops and dynamically changed on the basis
of vehicle’s mobility. The size of vehicular decryption
region is 3m X 3m. The square decryption region is
initially set in the middle of the simulation area, shown as
Fig. 8. We assume that nodes can decrypt a message in
the region.
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Figure 8. Decryption region snapshot (not proportionally drawn).

First, we expect to investigate the decryption ratio over
location precision. We calculated the decryption ratio by
counting failed decrypted messages over total ciphertext
received. This ratio is not the delivery ratio but the
decryption ratio inside the decryption region. We
intentionally varied the location precision because
location has precision issues in GPS. The square size is
set as 10 meters for roadside shops and 3 meters for
nodes. We compared two set of results with different
speed (24 meters per second and 14 meters per second)
which is shown in Fig. 9. As we expected, the increase of
location tolerance will cause the decrease of the
decryption rate. Besides, the faster speed will cause lower
decryption rate. This is because that the increase of
location tolerance and the increase of speed will cause the
increase of false location of nodes. We noticed that
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Geokey from Geographic location algorithm (GeoAlgKey)
as shown in Fig. 7 has lowest decryption errors because
the algorithm has certain precision tolerance function.

Decryption Error vs. Location Error
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Figure 9. Decryption ratio.

Security is normally at certain cost. We measured time
spent to decrypt messages that is encrypted by 3DES and
keys generated in this paper, such as Rankey, Geokey,
Geographic location algorithm (GeoAlgKey), and
GeoRankey. We changed the size of message from 25KB
to 2MB, increment 25KB each time. We measured
decryption time overhead after a ciphertext message is
received. Therefore, decryption time includes both the
secret key recovery, validation, and actual decryption. Fig.
10 shows the result that time overhead increases quickly
when the sizes of messages increase. It turns out that the
algorithm GeoAlgKey presented in Fig. 7 has lowest time
consumption. The GeoRankey has largest time overhead
which makes sense because of two table search, when the
message sizes increase. Overall, time overhead for
decryption is in normal range and is acceptable.

Time Cost vs. File Size
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Figure 10. Decryption time.

VII. CONCLUSION

In this paper, we present a novel security mechanism
in which multiple factors including security clearance
rank, information rank, geographic location and time are
compted to generate a secret key. This paper is further
extended concepts proposed by in our previous work [2],
[3]. The future work will further explore general mapping
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function to generate secret key from other factors such as
mobility, road information etc.
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