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Abstract—The fingerprint recognition system is the most 

used among various biometric methods. Biometric systems 

are vulnerable to fake attacks, and many studies have been 

done to solve it. Therefore, in this paper, we propose a fake 

fingerprint detection method using neural network. To 

evaluate the proposed method, we have evaluated the fake 

fingerprint detection method using various materials. 

Experimental results show that the detection rate for fake 

fingerprint is 97.6% on average, which proves an effective 

detection method. 

 

 

Index Terms—fingerprint, neural network, biometric, fake 

fingerprint 

 

I. INTRODUCTION 

Biometrics is a technology that recognizes various 

features, such as fingerprint, face, iris, and vein that use 

physical features. Behavioral features include voice, gait, 

signature recognition and etc. The biometric system is 

divided into enrollment, which extracts and stores the 

features of the user, verification, which identifies the 

registered information and the identification of the user 

depending on the matching method, and identification to 

identify the user among many people. Many studies are 

done about fake fingerprint extraction method in the fake 

fingerprint recognition system [1]-[3]. In this paper, we 

propose a method to detect the fake fingerprints by using 

its own features and difference of various materials 

(silicon, gelatin, rubber, paper and film).  

This paper is organized as follows. Section II describes 

the biometric system. Section III describes the definition 

of fake fingerprints. Section IV shows the experiments 

results of the proposed method, and final conclusions are 

made in Section V. 

II. BIOMETRIC SYSTEM 

The biometric system has a vulnerability as shown in 

Fig. 1 and can be divided into 8 attack points as shown 

below [3]. 
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Figure 1.  The attack point of biometric system. 

1) Biometric input device attack 

2) Attack on data transmission 

3) Attack on data extraction 

4) Attack from the extracted data  

5) Comparative data attack 

6) The stored data attack 

7) Attack on the stored data transmission 

8) Attack in matching results 

 

The biometric system has a various of attack points as 

above. We have studied how to detect the fake fingerprint 

in the biometric input device, which is the first attack 

point. 

 

 

Figure 2.  The attack point of biometric system. 

The biometric system uses a various of technologies 

such as fingerprint, face, and iris and the most common 

one is the fingerprint recognition technology. The 

fingerprint recognition technology can be captured by 
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various methods such as optical method, semiconductor 

method, and ultrasonic method and Fig. 2 is a method of 

capturing the fingerprint by optical method [4], [5]. 

The optical fingerprint capture acquires the fingerprint 

image by using the absorption and reflection of the ridges 

and valleys of the fingerprint by using a light source. At 

this time, the difference between the real and fake 

fingerprint occurs. 

III. BIOMETRIC SYSTEM 

Fake fingerprints can be made with the various 

materials and can be made from silicon, rubber, OHP film, 

paper, and gelatin as shown in Fig. 3. 

 

 

Figure 3.  The various materials of fake fingerprint. 

 

Fig. 4 shows a real production example about a fake 

fingerprint. The fake fingerprint can be affected by the 

quality of material and features of materials and made 

with blur, crushing ridges, and hole. 

 

 

 
Figure 4.  The various materials of fake fingerprint. 

Fig. 5 shows the fingerprint image that captures the 

real fingerprint and a various of fake fingerprints by the 

optical method. Fig. 5(a) shows the image that captures 

the real fingerprint and Fig. 5(b, c, d, e, f) shows a variety 

of fake fingerprint images, which are paper, film, rubber, 

silicon, and gelatin, respectively. Fig. 5(a) is the real 

fingerprint, which is reddish in the center compared to the 

surrounding area. Fig. 5(b) is a fake fingerprint image 

made by paper. When a fingerprint is reflected by water, 

a ridge is not shown. Also, when a white object appears 

or no water, the image is not shown well. Fig. 5(c) is a 

fake fingerprint image made by film. When a fingerprint 

is reflected by water, a ridge is shown and no other 

images appears. Fig. 5(d) is a fake fingerprint image 

made by rubber, in which ridges are cut off or the hole 

appears depending on the fingerprint production quality. 

Also, the value of ridges shows equally. Fig. 5(e) is a 

fake fingerprint image made by silicon. The values of 

ridges are generally high and it can show the crushing of 

ridges and hole. Fig. 5(f) is a fake fingerprint image made 

by gelatin, which shows the same color with 5(a) and can 

show the ridge crushing, and hole depending on the 

production quality. 

 

  
(a) Real fingerprint 

 

  
(b) Paper fake fingerprint 

 

  
(c) Film fake fingerprint 

 

  
(d) Rubber fake fingerprint 
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(e) Gelatin fake fingerprint 

Figure 5.  Image that captures the read and fake fingerprint. 

IV. THE PROPOSED METHOD 

The proposed method is to extract the real and fake 

fingerprint using the reflection and absorption in color 

light source. Thus, it consists of two major modules. Fig. 

6 shows the structure of the proposed fake fingerprint 

detection, which can be divided into feature extraction 

module and classification module using neural network. 

The module for extracting the features are to extract the 

parameters to input to the neural network and can be 

divided into 4 method. The feature extraction step 

extracts the parameters to be input to the neural network 

in 4 ways. The first extracts the color change, the second 

extracts the histogram of the RGB channel, the third 

extracts the ridge width, and finally the hole. The neural 

network classification step classifies real and fake 

fingerprints using the training data [6]-[9]. 

 

 

Figure 6.  The proposed detection biometric system 

Table I shows the experimental results. As shown in 

Table I, the proposed method showed an average 

detection rate of 97.5%. 

TABLE I.  TYPE SIZES FOR CAMERA-READY PAPERS 

Fake Type Try (#) Success (#) Fail (#) 

Paper 100 100 0 

Film 100 100 0 

Fake Type Try (#) Success (#) Fail (#) 

Rubber 100 99 1 

Silicon 100 97 3 

Gelatin 100 92 8 

Total value 500 488 12 

Average [%] - 97.6% 2.4% 

 

Fake fingerprints made of paper and film among the 

materials of fake fingerprints could be detected at 100%. 

Other rubber, silicon, and gelatin fake fingerprints 

showed 99%, 97%, and 92% detection performance, 

respectively. Gelatin was able to acquire images similar 

to real fingerprints, and had similar elasticity, color, and 

features of real fingerprints, resulting in a lower detection 

performance than other fake fingerprints. 

V. CONCLUSION 

In this paper, we propose a detection method using a 

neural network to detect fake fingerprints of various 

materials. To evaluate the performance of the proposed 

reconstruction method, we used images of silicon, gelatin, 

rubber, film, and paper. As a result, an average of 97.6% 

was detected in various fake fingerprints, proving to be 

efficient. Future research will be conducted to improve 

the performance of gelatin fake fingerprints. 
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